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The cybernetic threat for the
security and defense of Brazil

By Augusto Cesar Amaral      

In the era of Digital Revolution, technology has become a very important factor. However,
Internet may be a double- edged sword, as it is sometimes a useful tool and some other times a threat

with respect to which institutions controlling security and defense of a nation must be alert.
This is why Brazil has decided to implement policies to face a latent cybernetic threat
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T
he 21st century is known as the century of the Digital 
Revolution because of the progress in computing and 
telecommunications. As any other tool, technology 
may be used for the progress of humankind or any 

other purpose. Nowadays, we cannot say that a country may 
not suffer a cyber- attack that implies not only a cybercrime 
but also a state cyber aggression in its different ways. 

Thus, cybernetic threat affects security and defense 
of any state. Brazil is not an exception to this. However, 
what is the importance of this threat? What are the main 
vulnerability factors?

Based on the Brazilian National Defense Policy 
implemented in 2005, we will explain the way in which 
its capacities for Cybernetic Security and Defense of the 
National Critical Infrastructure are organized and we 
will try to answer the following question: Is Brazil able to 

provide an effective defense against attacks carried out in 
an increasingly hostile cybernetic scenario?

Concepts and Definitions
The great technological progress made during the last 
30 years in the field of Information Technology and 
Communications (ICT) has led to significant changes in the 
way individuals, organizations and nations relate among 
each other and are organized. 

Nowadays, we can see a great dependence of individuals, 
social groups, public and private organizations, government 
critical structures, countries’ security and defense on 
information systems that are interconnected through 
complex data processing networks. These are vulnerable to 
attacks and fraud by different agents in a new interaction 
space called cyberspace:
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Cybernetics

An environment characterized by the use of electronics 
and the electromagnetic spectrum to store, modify and 
exchange data through a network system and the associated 
physical infrastructure. Cyberspace may be considered 
an interconnection of human beings through computers 
and telecommunications without considering its physical 
dimension1.

…it includes the organizing structure of the Internet, 
devices connected to the Internet as well as conventional and 
wireless networks. Some of these networks are administered 
by government and private entities, some are connected to a 
broader Internet and some are not2. 

In essence, security refers to the condition of being secure, 
free from risks and/or threats, danger and, if necessary, to 
be able to defend oneself with high probabilities of success. 
Defense is the action carried out to protect oneself against 
such risks, threats, danger and damage3.

We can, thus, state that, within a state, cybernetic 
security refers to the protection and guarantee of use 
of information strategic assets that control the national 
critical infrastructure4. Cybernetic defense refers to the 
setting of defensive or aggressive actions in the context of 
military planning to be carried out in cyberspace and which 
may cause a cyberwar.

Cybernetic Threats and Vulnerabilities
There is much news about cyber- attacks against citizens, 
organizations, companies and critical structures of a 
country. These may come from anywhere and it is very 

difficult to identify their author or source. They may be 
launched by young amateurs without great intentions, 
economic fraud criminal groups, industrial espionage 
companies, terrorist groups for political purposes or even 
state agents.

There are many associated risks and systems 
vulnerabilities. Most acts come from the attraction 
that cyberspace causes as it offers greater profitability, 
globalness and ease, impunity for any type of activity.

Conflicts may be as simple as civil disputes over the 
ownership of a domain name or more complex disputes 
such as deliberate campaigns of cyber- attacks as part of a 
conventional war among technologically advanced states.

It is important to make a distinction between cyber 
threats and crimes as most cybercrimes do not even 
represent a threat for the security of the country because 
they do not affect their critical infrastructure and they have 
to be dealt with in the areas of justice and law.

However, some analysts consider that: the feeling of 
insecurity in the network and the alarming existence 
of cybercrimes are the result of information resources 
artificially created by the cybersecurity industry which, of 
course, is interested in exaggerating cybercrimes; that is, in 
the creation of a subjective feeling of insecurity and alarm in 
the network5. 

Others, such as David Betz and Thomas Rid question the 
use of the term cyberwar saying that:

The term cyberwar is, of course, intriguing. But what 
does it actually mean for strategists concerned about the 

In the context of defense, the responsibility 
of the cybernetic sector was given to the 
Brazilian Army which, by means of the creation 
of the Cybernetic Defense Center, aims at 
contributing to increase security and capacity 
to act in a network, both in the military area and 
different sectors of the government and society.
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balance of ends, means in conflicts nowadays? Not so much. 
In fact, it is not only a neologism of meaning, but it is also a 
distraction with no sense in strategic terms. Contemporary 
strategists who consider that cyberwar is a new decisive 
form of conflict are mistaken6. 

Cyberwar has never happened in the past: this does not 
happen today and it is unlikely to affect our future. All 
prior and current political cyber- attacks –as opposed to 
cybercrimes- are sophisticated versions of three activities 
that are as old as human conflict: sabotage, espionage and 
subversion7. 

Brazil
In 2005, after a long period of time without a defense policy, 
the Brazilian Government issued its National Defense 
Policy –PND8, in its Spanish acronym, a document that has 
the purpose of making all sectors of Brazilian society aware 
of the importance of the country’s defense.

It sets forth that the cyber sector is strategic for National 
Defense which must be strengthened in order to reduce 
vulnerability of systems that have support for information 
technology and communication or allow its quick recovery. 
Therefore, it must be able to oppose to possible cyber-
attacks.

Also, when it comes to national security and measures 
for critical infrastructure security, the National Defense 
Strategy –END, in its Spanish acronym (2008), mandates 
the enhancement of devices and security procedures that 
reduce vulnerability of systems related to National Defense 
against cyber-attacks and, if necessary, that allow for its 
quick recovery, under the responsibility of the Chief of 
Staff of the President of the Republic, the Ministries of 
Defense, Communications and Science and Technology and 
the Institutional Security Cabinet of the President of the 
Republic.

The Institutional Security Cabinet, an entity that 
coordinates the activity of information security in Brazil, 
launched in 2010 the Libro Verde de Seguridad Cibernética 
[Green Book on Cyber Security] with the purpose of creating 
the necessary conditions for cyber security with respect to 
the understanding of new requirements for the protection of 
the Brazilian state and society.

This book aims at facing the challenge of gathering the 
agendas of the government, schools, the private sector9 
and the third sector in an effort to build common thought 
and guidelines for a Cybernetic Security National Policy 
including the following factors: political and strategic, 
economic, social and environmental, communications 
and information technology, education, legal affairs, 
international cooperation and security of critical 
infrastructure. It considers cyber security a strategic 
responsibility of the state that is key for the maintenance 
and preservation of critical infrastructure of the country, 
such as energy, transport, telecommunications, water, 
finance, information, among others. 

In the context of defense, the responsibility of the cyber 
sector was given to the Brazilian Army which, through 
the creation of the Cybernetic Defense Center, aims at 

Cybernetic threats affect security and 
defense of any state. Brazil is not an 
exception to that. However, what is the 
magnitude of this threat? What are the 
main vulnerability factors?
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increasing security and capacity to act in a network both in 
the military area and in different sectors of the government 
and society. 

The Defense Center focuses its actions on the training of 
human resources, doctrine updating, security enhancement, 
response to network incidents, incorporation of lessons 
learned and protection against cyber- attacks.

Following the ongoing process, the Ministry of Defense 
published in 2012 a document that explains the Cybernetic 
Defense Policy10 and sets forth the guidelines for the 
Cybernetic Defense Military System (SMDC, in its Spanish 
acronym) to consolidate itself. The document indicates the 
responsibility of the Armed Forces in the prevention of the 
criminal use of the Internet and other networks as well as the 
protection of date and essential communications. 

Security System and Cybernetic Defense
Nowadays, we can say that Brazil is about to consolidate the 
Brazilian Cybernetic Defense Military System. This will be 
applied at national level and has been prepared at the highest 
political level, represented by the Institutional Security 
Cabinet (GSI/PR, in its Spanish acronym) and the Federal 
Public Administration (APF, in its Spanish acronym), and 
has been through the Ministry of Defense (MD, in its Spanish 
acronym) which is in charge of the strategic- political 
relation and reaches the lowest levels of command of the 
Armed Forces that act at operational and tactical level with 
the purpose to involve the whole society in the defense of 
national interests in cyberspace.

In this system, the Security Cabinet (GSI/PR) 
coordinates actions that affect security of the society 
and the State: Cybernetic Security, Communications and 
Information Security and National Critical Infrastructure 
Security.

Apart from contributing to the national effort in the 
areas of security, the Ministry of Defense is responsible 
for Cybernetic Defense operations. 

For this purpose, the Armed Forces have received this 
command:

>	 At strategic level: to carry out the necessary actions 
for their performance in situations of crisis or armed 
conflict and episodic characteristics in a situation of 
peace and institutional normality.

>	 At operational level: to carry out defensive and attack 
actions related to the preparation and use in military 
operations of any nature and intensity that are inherent 
to cyber- war.

Conclusions
Can Brazil provide an efficient defense against attacks 
originated in an increasingly hostile cyber environment?

We can nowadays say that there is no country capable of 
defending itself against cyber-attacks in an efficient way. 
Context constantly changes and new threats appear every 
moment. Data processing and information systems are, 
in general, very vulnerable and actors involved are very 
different among them.

It is impossible to predict an attack or identify its origin 
with precision. Security sectors focus their actions on the 
identification and elimination of vulnerability points of the 
systems used and the capacity to recover themselves and not 
to replicate damage after the attack.

In this sense, Brazil, as some other countries, has the 
purpose to create awareness and involve the different sectors 
of the Brazilian society, including the political area, the 
armed forces, academics, the private sector and the third 
sector as to the problem of security and cyber defense.

Brazil has worked to organize and train agencies 
related to security and cyber defense, information 
and communications security, security of critical 
infrastructure which develop activities that complement 
and overlap among them.

It has also designed the Brazilian Cyber Defense and 
Security System which is coordinated by the Institutional 
Security Cabinet of the President of the Republic and is 
supported by the Ministry of Defense as regards defense 
actions.

There, cyber defense is mainly developed by the Cyber 
Defense Center of Brazil, a recently created military unit 
that has the purpose of generating knowledge and doctrine, 
train human resources and apply defense and attack actions 
of cyber war. 

We can conclude that Brazil has all the necessary 
conditions to develop its Cyber Defense and Security 
System and, therefore, face any attack that may affect the 
functioning of its critical infrastructure.
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Cybernetic defense refers to the 
implementation of defense and attack 
ations in the context of military planning 
to be carried out in cyberspace and
which can lead to cyber war.
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